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ABSTRACT 



A method for/^proyiding-privately^yiew able d ata in a publi- 
cally viewable display comprises the steps of: generating^a 
s^ueSing-patlern;-generating-a-data~signa^fiavingrint^ 
sp^ereed^firames of^pnvate-data^^Songlf^ 
data3.ccording4o-the.se<iuencing^patte^ 
signal to the publicalJy viewable-display;rand,-opeHifig and 
closing:^utter5an;^;set^actiye:glasses:in:ac^^ 
the^sequencing-patterntJln one embodiment,lhe .sequencing 
patte1ixan-coSes|rond:t6Ialteniating,dispJays-of-th"e^^ 
dat^and:tlie;masking.^a. In an alternative embodiment, the 
sequencing pattem~can correspond to combined left eye/ 
right eye images of the private data. In the preferred 
embodiment, the masking data can be a fill pattern, for 
example, random data or a screen saver image. However, in 
another embodiment, the masking data can be a derivation 
of the private data. The step_of_ppening-and-closing-the 
shutters can comprise-the step_ofresp^sive_to.sync pulses 
in thesequencing paUern^jopening-andjclosin^ 
In consequence of Ihejnyentive method, a user viewing the 
display with'the'active glasses can view the pxi vate ) dataj.nd^ 
unauthm^d^viewers-withoiy^Jhe^a 
j only-thirpfivateliaita^ 



14 Claims, 8 Drawing Sheets 
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METHOD FOR PROVIDING PRIVATELY with-Tdisplay controller forbohtrQllingrthe^rate--of-altem% 

VIEWABLE DATA IN A PUBLICALLY 4ng.eacb:dispkyed.iniage^yan togfiouslyrtHey res^ 

VIEWABLE DISPLAY tfaroughjhe^active^^glass^^ 

<^mong-masking^imagery-can;^^p^gragQm^^^ 
5 s^ueggjpg^te-usTdno^quentially^inS^erse^ 

CROSS REFERENCE TO RELATED irnag^_^^gng^^_n3asking,irnager>^^ 

APPLICATIONS Using the^sequencmgj^,jwhich can^e^provided^to ^an 

(Not Applicable) ^tfioriz3^viewer,^but-not^^an^^a^ it is^ 

^ 'PP ^ ^pc^ible to prcvent^the-unauthorized viewers;gp^^ 

STATEMENT REGARDING FEDERALLY ing^he-private-ina^ger^Tbem 

SPONSORED RESEARCH OR DEVELOPMENT glasses"pra@aEnaedJo4h^^ rate, jhe pri- 

vate^iinageryrcannot-be- visually extracted'frotErthe inter- 

(Not Applicable) s{& sed_masking-^iniag ery. ^ ^ 

Ti\r>i^nnr\i ikft-i -run ^° addition to secure viewing, other commercial applica- 

BACKGROUND OF THE INVENTION 35 tjons incorporating active glasses technology are possible. 

1. Technical Field instance, a movie theater could provide active glasses to 

Thic ;r»,^«t,v« r^ut^c- t« fi«M « • each of movie patrons in one theater. Multiple movies could 

Inis mvention relates to the field of computer imagery , • . j j • 

J »• 1 1 . . J J f .J. be projected on the same screen, and m consequence of the 

and more particularly to a system and method for providmg .^t?,,„;.i„„„. *^^u„„i u ' , . • , .u . 

„ , . ui ^ » • ur 11 • ui J- 1 active glasses technology, each patron could view only that 

pnvately viewable data in a publically viewable display. a *u ♦ » i 
^ ^ . . ^ I'jzu movie sequenced to the patron s respective active glasses. 

2. Description of the Related Art , i • j u ^ u • , 

In general, the invention described herem permits only 

The laptop computer has become a ubiquitous part of those authorized users (viewers) of an image to decipher a 

current computer technology. Uptops by their nature are private image on a display while unauthorized users can 

used on trams, in airplanes, and in most pubUc places. Still, view merely random patterns, unreadable imagery or per- 

portable computing carries with it a substantial disadvan- 25 ^^^^ ^ ^^^^^^ ^^^^ .^^^^ furtherance of this purpose, 

tage. Specifically, in a crowded environment, what is visible imaging techniques including^data-hiding-and-alternating 

on the display screen of a laptop remains visible to all within pSttemsrare combined-with a"^earable^deviceTf6i^i^ie 

viewing distance of the display screen. Thus, from the Vctive^glasses,-synchronized^withrardisplay:in^oS^^^ 

perspective of the laptop user, a potential security concern i^ages-produced-by-thenmaging techniques^Finalhf the^ 

exists which can undermine the usefulness of the laptop. 30 iiioWl:apability--of4he~human vision-system^o-fuse-dis- 

Exeraplary cases include the use of laptop computers on simik^images into a^single'imap^coEflO^ 

airplanes where the seating and tray table arrangements are provide-privately^viewable^data-in'a-publicall>a:iewable 

so close that the adjacent passengers can easily view one displa^ — — — ^-—^ 

another's laptop screens. A similar situation exists in airport jT^ ,u a e a- ■ .^ - li ^ 

1r..^^rr^. ..Jifi^r. IS ^ method for providing pnvately viewable data in a 

lounges, waitmg rooms, etc. ur n * ui j- i • . i- 

* ^ pubhcally_yiewable-display comprises the step^i^gener-; 

Similar non-laptop secunty and privacy issues can arise in atinVa seqiienciE^^tern-^^SiFiling a^dS^ in Which"^ 

other environments. For example, in a high security pliVatc-data Jr_ames_are4ntcrsp^ed^among^masking data 

environment, desktop machines are typically housed in fraiiS^ordingnonhe'siquenciSirfat^;"iiS?id^^^^ 

separate rooms or cubicles to prevent adjacent workers from data-signal to the publically viewable display; andT^enTng 

viewing each others screens. Additionally, Automatic Teller ai^d^losirJlihlitters-in-a-set-oLactive-glass-eS^r^rdiHBe 

Machines (ATMs) are readily available, but almost always with.the.seque.n5Hi^^U^rIn-conseq^^ of the.inventive 

ATMs are placed in conspicuous locations for ease of use. methodra-user-viemn^h"i:aisplay::with:thT=iSfiN^^ 

The conspicuous nature of the chosen public location can carTvifew the-private data.and-unauthorized-viewers without 

contribute to the ease of observation, which can permit an the active 7lis^s=^iirviS^only the liSkiHgrdaia. iSe 

unauthonzed viewer to obtam an ATM user's confidential piibliczdata^s the^vliiS=^^pti5^=5f=^^ 

information as the user inserts their ATM card into the ATM private and maskinfdata^ 

and subsequently keys in a Personal Identification Number to, * f j * • i • . 

(PIN). Hence, it would be advantageous if a user could be J^^ ''fP of e«°"»'ine a data signal can comprise the steps 

provided with a private view of a publically viewable ■ '"sert-ng ■n^g:iataan^^^^ 

i . M *u • J • J J -.t- 50 the pnvate;data m the data-signal when-indicated by sync 

display screen while unauthonzed viewers are provided with •„ *L • Trr— i *u~ r ^ 

o ^;ff/r^«* v *u A- ^ pulses in the sequencing pattern. Alternatively,-the.step of/ 

a different, public view of the same display screen. /;—-. r^-*^ ; — ~r — : — -S--.^ v:~-^ 

, . . . ^ generating a/djta signal can comprise the steps of: inserting 

Presently, techniques exist for rendermg different images masking data:ffife:datSigi!^^ 

on a single display screen. Three-dimensional (3D) imaging a-coS^letexhSicter Gr-image,Tepeatedly^inse7ting portio^^ 

represents the most well known example. 3D imaging ^fthe completl^acter or image- when indicated bT^c 

involves presenting different images to each eye, allowing pulseSinithersequencing pattern "^SSTlir^rtwns of:tfie 

the human vision system to mtegrate each into one com- ^omplcte characte r-or.imagc.are mscrtcd'^in-thXditrsignal. 

posite image. 3D imaging techniques can be implemented InCa5^dSEE^itfa~~th-e-aIten3ati^-gcnera^ 

using various technologies, such as color filters or shutters. di^la>r^f the data-si^irirviewed by the- active-glasses 

The display screen can mclude different images presented in synchroniz^ith-the-dSplay^according^to^he-sequencing^ 

an alternating fashion. The viewers eyes, using the visual f aTteS^'slrob-ed'dlsfli|:gf^ 

persistence of the retina and the visual cortex, can integrate ^iniSge^^ ^ ' 

the alternating images into a unified image. tt, ♦ p • j i • *u u 

^ The step ofopemng and closing the shutters can comprise 

SUMMARY OF THE INVENTION ^^^P responsive to sync pulses in the sequencing 

65 pattern, opening and closing the shutters. However, in a 

^With=actiyg~glasses, ^ulti p le visuals c an, be pupived preferred embodiment, the sequencing pattern is encoded. 

using alternating imagery.-Active-glasses-can-be-combihed; Hence, in the preferred embodiment, the step of opening and 
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closing the shutters can comprise the steps of: decoding the In an alternative embodiment, the system can include at 
encoded sequencing pattern; and, responsive to sync pulses least one additional pair of active glasses having shuttered 
in the sequencing pattem, opening and closing the shutters. lenses. In the alternative embodiment, the sequencing pat- 
In one embodiment, the sequencing pattern can correspond tem can have sync pulses corresponding to each additional 
to alternating displays of the private data and the masking 5 pair of active glasses by which the shuttered lenses of each 
data. In an alternative embodiment, the sequencing pattern additional pair of active glasses can open and close respon- 
can correspond to combined left eye/nght eye images of the 5;^^ ^^e corresponding sync pulses. Hence, in the alter- 
private data. native embodiment, each user viewing the display with a 
In the preferred embodiment, the masking data can be a p^^^ active glasses can view private data corresponding to 
fill pattem. Specifically, the fill pattern can be random data. ^^^^^ j^^^ unauthorized viewers vsdthout 
In an alternative embodiment, the fill pattern can be a screen ^^^^^ j^^^ ^-^^ ^^^^ ^^^^ ^ ^^^^^^ ^ 

saver-image-Finally,-in.yet another embodiment, the mask-^ , *u u *• u j- * r -j- 

— -^ji'/;-Vi~v — • — r r-Ti- —T^^* — r-^ accordancc with the alternative embodunent, for providing 

ing data can be a modified-denvation-of-the-private data, for . r • . 1 • .1 . . I- . 

example::datarhaving a modified colorjr^data^whose ^ ^^"^^ privately viewable data corresponding to a 

coHients,_ROsiti^r^izerisrph^ly~offeet-fS)m-t^^ Pl^^f^^^^ authonzed viewers m a publically viewable 

c'5nt-entsrposition-or-iS^pectively,.of4he private'data7i5 ^fP^^y ''f^'^^l ^J^P^ of providmg a set of active 

A system for providing priTately-viewablOitiJ^ a S^^^^^ ^^^^ authonzed viewer; generating a sequencing 
pu1Jicall>M?kwabirdisplayxanxompriseT^ P^."^"^^ generating a data signal which includes a senes of 
pnsinga-dispUy, a-^di^ia^dfiVer,-and''at''leasT5ne-applica- P^^ate data frames and masking data frames interspersed 
tions iT5gramriIp^i?^of-active-gla^S^ according to the sequencing pattern, each series of private 
lenses; Vdatacommunications link communicatively linking 20 data frames corresponding to an authorized viewer; provid- 
the-compjUer^with^t^^ ing the data signal to the publically viewable display; and, 
algdritb m. disposed in l hc_computer'^for'^ge"nefatiiifi7a opening and closing shutters in each set of active glasses in 
sequencing^pattern^T^e'-inveritivT"s>Se^ can further accordance with the appropriate sequencing pattem. In con- 
include an encoder application containing the encoding sequence of the inventive method, each authorized viewer 
algorithm. 25 viewing the display with corresponding active glasses can 

In the inventive system, the computer can intersperse view the corresponding series of private data and unautho- 

fra mes of private data generated by the application among rized viewers without active glasses can view only the 

frames-of~masldng'data-iM^ata~sigTialraccordingHto^the masking data, 
sequencing pattern. The computer can insert masking dafaln 

the data signal and can insert the private data in the data 30 BRIEF DESCRIPTION OF THE DRAWINGS 
signal when indicated by sync pulses in the sequencing 

pattem. Alternatively, the computer can insert masking data There are presently shown in the drawings embodiments 

in the data signal; however, for private data forming a which are presently preferred, it being understood, however, 

complete character or image, the encoding algorithm can ^hat the invention is not limited to the precise arrangements 

repeatedly insert portions of the complete character or image 35 instrumentalities shown. 

according to sync pulses in the sequencing pattern until all FIG. 1 is a diagramatic illustration of a laptop computer 

portions of the complete character or image are inserted in and a pair of active glasses, configured for use with the 

the data signal. As a result, the display of the data signal, as present invention. 

viewed by the active glasses synchronized with the display FIG. 2 is a schematic diagram of a computer software 

according to the sequencing pattem is a strobed display of 40 architecture modified for use with the present invention, 

the complete character or image. piQ ^is^ schematic diagram illustrating the relationship 

Subsequently, the display driver can provide the data between a computer and a pair of active glasses, both 

signal to the publically viewable display. Concurrently, the configured in accordance with the inventive arrangements, 

active glasses can be provided the sequencing pattem across p^^g 4^ 4^ -^^^^^^^^^ initialization synchronization 

the data communications link. Advantageously, the data 45 and data transmission patterns used to synchronize the active 

communications link can be a wireless data communications ^^^^^ ^^^^ ^ computer, 

link, tor example an RF or infrared link. In response to , . . 

receiving and decoding the sequencing pattem, the active taken together, are flowcharts illustrating 

glasses can open and close the shuttered display in accor- ^T^^^^^iye method for providing privately viewable data m 

dance with the sequencing pattem. As a result, a user 50 a publically viewable display. 

viewing the display with the active glasses can view the FIGS. 6A-6B, taken together, are illustrations of the 
private data generated by the appHcation, and unauthorized formation and display of a character using strobing tech- 
viewers without the active glasses can view only the public niques. 
data. In the preferred embodiment, the masking data can be 
a fill pattern. Specifically, the fill pattern can be random data, ss 
Alternatively, the fill pattern can be a screen saver image. 
Finally, the masking data can be a modified derivation of the The present invention, described herein, includes a 
private data. system, method, and apparatus that taken together, provide 
In the preferred embodiment, the active glasses can a^personal, priv ate view^ fpublically_viewable^data_using 
include a decoder for decoding the sequencing pattern. The 60_\dsual^jl^ 

decoder decodes the sequencing pattern; and, responsive to inventivc'arrangementsrcan'include.a-set-of-activc-glasses, 

sync pulses in the sequencing pattern, opens and closes the aT'Computer,^a~data^comraunications^link:from_the active 

shuttered lenses. Advantageously, the sequencing pattern glasses to a computer, encoding soft^re contained~within 

can correspond to alternating displays of the private data and theM:omputer,^^and:a:substi^^ 

the masking data. Alternatively, the sequencing pattem can 65 used'bylhe encoding software in lieu of a standardllisplay 

correspond to combined left eye/right eye images of the driver. FIG. 1 is a high level diagram of a laptop computer 

private data. in accordance with the inventive arrangements. The system 
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can include a laptop computer-l-having-a-display'6ra set og- 23. Specifically, using the Windows95 operating system, to 

^activx-glasses^^ pass a command to or receive data from a physical device 

communications liiik~3~cbnnecting the_computer_ljojthe 27, an apphcations program 10 preferably communicates 

^tive~glasses.2..Although the^figuf^indicates.ajwire^^^ with the physical device 27 through the operating system 
communicatiVns-li nk,-'th g:iDveatioD-is--not-limitcd-in^this^^5 layer 5 and the specific device driver 23. 

regard-Rather, communications link-3 can include wireless^ inr^-i j^.- jjj- • ^ • t 

X 1 «• 11 r^=^ 1 nr^ r — Ti^ ^ — lo vlij. 2. modiiications and additions m accordance with 

<i-solutions-as-well, for example an RF_or„infrared-link. , . . ' , . . in. 

T, , ~~ V £~^r J . the inventive arrangements are shown by the dashed-border 

The computer 1 can further mclude therein stored in a ^^^^^ 4 and 7. Specifically. FIG. 2 depicts a modified 

computer readable memory, an operatmc system 5, a sub- . u * ♦ • *• j i- 

f , , . _ / ^j-^ .. . . computer architecture incorporating an encoder applications 

smmeAspk y device dr i^L|3Pd-aD3a>dg-apphcation 4. ,o p^gram 4 and a substitute display driver 7. The Vubstitute 

The-substitute-display-device-dnver 7 can~rep a^e_:|.e , ^^j^^^ ^ ^ ^^j^^^ 20 in 
standard original equipment-manufacturer4.0EM)_de^ ^^^^ synchronously drive both the video display 6 and 

dnver, typically^used to communicaterwith-video-circuitny^ „«„,i,. ^aa^a „i„.o ^ tt, a r 

, ' iT*^. . , . -.• , J . . • . — T' — r< newly added active glasses 2. The encoder application, 

(not shown)-,n-order- o.d.splay,v,deo.outpunn;the-^^ communicating with both the display 6 and active glasses 2 

6. More par Ucularly, the substitute display device dnver 7 35 through the operating system 5 and substitute device driver 

can provide the video outpu to the display 6 and the active , synchronize the action of the shuttered lenses 9 

glasses 2 m-a-manncr consistent-With.the.invent.vc-arrang^. ^^^^^^ ^^^^^ ^^^^ j with the presen- 

inents, ^mally,4he-encoderjt_cjm^^as.a,stand^alone ^^^-^^ „f ^^ jj^^ j g ^^^^^ 

application.program,on.the.computerJ..TT,e-encoder.4-can ^j,^ ^ j^^^^ ^^''^ ^^^j; 

encodejad52^tpuyrom.other-6xecuting-ap^ ,0 g while unauthorized users without the benefit of the syn- 

II requested by a user of the computer 1, can transmit the „u„„*,^j i • i j j . 

I — . . ,i , ^, ^ \ ^ rr-^ cnronized active glasses 2 can view only random data. 

encoded video output to the display 6and a corresponding . , 

syiie^signahtonhe-active-gla^es 2 Tn accordance with the operation of the active glasses 2 in accordance with 

inv^ntiv^a7?^^ii^^iiHtCS^^^ 8, mventive arrangements is shown diagramatically in BG, 

includTd]^ith'thW5iv8^asses 2-c^d^de4he sync signal .5 ^' F'^^''^ invention, the active glasses 2 contain 

/f^^d.from-the^colnputer-l-in~order-to display.^^ electro -optical elements typicaUy found in active glasses, for 

K:i^ate-information4n'-the-public'vid^iI^ul-i^ example shutters in display 9. Specifically, a shutter 

the'shutfered-lenses-9-of-the^aa5^"eT^Siier2r sequence control 31 can control the sequencing of the 

^ HG. 2 is a schematic diagrai^^fVtypical windowing "^y.""^" f ^^^1^^ ^ ^jscussed above the 

computer architecture and its internal operating system 30 '"'^^^ f ^. J"?^^^' ' ^T^'! ^ 

components, in accordance with the inventive arrangements. ^""^^^^ sequencmg data ransmitted by the OMnputer 1 and 

Notably, the figxire indicates the architecture both prior and '"""^^^^ f.'f ^ ^^^^ ^^^^^^^ ^^^^ 

. . * rr .■ u .u • *• .1 r-T^ commuuications link 3. 
subsequent to modification by the inventive system. In FIG. 

2, a typical computer architecture using the Microsoft Win- traditional 3D applications, each individual shutter can 

dows95® system (manufactured by Microsoft Corporation 35 opened and closed in an alternating manner. The only 

of Redmond, Washington) is shown as an example. One variable, if any, associated with the opening and closing of 

skilled in the art will recognize, however, that the invention ^he shutters is the sequencing rate. In a preferred embodi* 

is not limited in this regard. Rather, the present invention can present invention, in addition to sequencing rate 

be implemented in a similar manner using any operating considerations, the decoder 8 can be used to synchronize the 

system architecture having operative means for communi- 40 shuttersof the active glasses 2 to a specific sequence pattern, 

cation between the encoding software 4, the display 6 and Subsequently, the shuttered display 9 can be driven in a 

active glasses 2, In a typical windowing architecture, pattern that matches the pattern used to change the images 

however, the display 6 and active glasses 2 are separated display 6 attached to the computer 1. 

from the encoding software 4 residing in an applications In operation, the display 6 and the active glasses 2 are 

program layer 10 by several device driver layers including 45 driven in synchronous operation by a specific pattern, cre- 

a universal driver layer 18 and a specific device driver layer ating in effect, a "strobe window** where only a portion of 

23, each character or graphic in the display 6 are displayed for 
Generally, in the preferred architechure, applications pro- one or the other of the user*s eyes. At the next strobe, one 

grams 10, including 32-bit applications 11, 16-bit applica- or the other eye is presented with another portion of the 

tions 12 and DOS applications 13, communicate with one 50 character or graphic. After several strobes, a entire character 

another through an operating system shell layer 15 included or graphic in the display will have been reproduced. The 

as part of the operating system 5. ITirough the operating number of strobes required can be dependent on the number 

system shell layer 15, applications programs 10 can com- portions, or quadrants, per character used to develop an 

municate with appropriate device drivers 23 through an entire character on the display. 

additional universal driver layer 18 which can invoke a 55 FIGS. 6A and 6B, taken together, illustrate an exemplary 

device specific device driver, for example a display driver character formed using the above -described strobing tech- 

20, printer driver 21 or CD-ROM driver 22, to communicate nique. FIG. 6A illustrates a typical character display mecha- 

with a specific attached device 27, for example display card nism used in commercially available displays, well-known 

24, printer 25 or CD-ROM 26. Additionally, in the Win- in the art. Each character in the display can be defined by a 
dows95 operating system, windows core 14, virtual machine 60 plurality of pixels 54 illuminated in a display. The pixels 54 
manager 16, installable file system manager and winsock are logically grouped into a character cell 50, and within that 
support module 17 and configuration manager 19 can exist cell, a smaller character box 52. The intersections of the 
in between the 32-bit shell 15 and the universal driver 18. pixels 54 on an x-y axis of the character box 52 represent the 
Notwithstanding, the details of the internal Windows95 possible locations of pixels 54 to illuminate for this char- 
architecture are not pertinent to the present invention, except 65 acter. Graphics can be described in the same manner, except 
for the role of the operating system 5 as an intermediary the "boxes" are larger. In FIG. 6A, the character "A" is 
between the application programs 10 and the device drivers shown as it is "constructed" over the course of three 
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"strobes" shown in FIG. 6B as described above. provided to adjust and test the refresh rate setting whenever 

Notwithstanding, the pattern, as shown in FIG. 6B is merely either a user selects a new resolution or connects a different 

an exemplary pattern. In fact, other combinations of pixels display to the computer. 

54 could be chosen so long as a complete character can be For example, at higher resolutions^i.e. 1024x768 and 
formed subsequent to the completion of the sequencing 5 greaterxa 100 Hz or 105 Hz refresh rate can accommodate 

P^^^^™* a wide variety of displays that may not have a video 

Advantageously, during each strobe, data unrelated to the bandwidth capable of coping with a 120 Hz refresh rate, 

private data can be displayed in the display screen 6 so that Still, when the refresh rate falls below 120 Hz, the altera at- 

non-authorized users can observe only public data. For ing pattern can become increasingly more noticeable. In 

example, a screen-saver pattern can be employed as the particular, as the refresh rate falls below 90 Hz, flicker can 

unrelated public data. In particular, referring now to FIG. 3, become more apparent and may be problematic for some 

the viewable application program 35 can provide standard users. In contrast, for refresh rates above 90 Hz, flicker can 

video output 34 to the operating system 5 as it normally be noticeable but not objectionable. Hence, refresh rates 

would in a computer 1, unmodified for the present invention. falling below 90 Hz preferably are avoided. 

If enabled, the present invention can also generate a fill 15 ^^^^^ properly synchronize the display 6 and the 

pattern 41 to create a public view for viewing by unautho- active glasses 2 in a secure manner, a random cycle time 

rized viewers lacking the synchronized active glasses 2, between strobe cycles can be chosen and inserted into the 

Each of the standard video output 34 and the fill pattern 41 synchronization signal. In order to encode a synchronization 

can be provided to the encoder application 4. signal with a random cycle time, the encoder application 4 

In order to synchronize the display 6 with the active can obtain a seed from random number generator 40 in order 

glasses 2, the preferred embodiment can incoiporate at least to create a random cycle time for use in synchronizing the 

two sequencing patterns. One sequencing pattern simply display 6 and the active glasses 2. Specifically, as discussed 

opens or closes the shuttered lenses of the glasses 2 in further detail herein, the seed can provide a foundation for 

concurrently, and synchronously alternates the display delaying the display of privately viewable data in a subse- 

between two different states. The first state can include the quent strobe cycle, in between which the fill pattern will be 

private data that the user wishes to view, llie second image inserted, and a public view therefore displayed, 

can include masking data, for example, a different screen, a The encoder 4 can generate a display signal 33 having the 

screen saver, or the onginal image offset by some physical fiu pattern 41 and interspersed therein according to the 

distance. For example, the image can be shifted one or more sequencing pattern of the synchronization signal, private 

characters left or right, or shifted one or more lines up or data included in the standard video output 34. Concurrently, 

down. If the screen is refreshed every 10 ms, the time the encoder 4 can generate a data sync signal 39 for 

between refresh points remains available for other sequences synchronizing the active glasses 2 with the display 6. The 

to be initiated so that other users on other machines in the substitute device driver 7 can receive the display signal 33 

same proximity can have their own private data views while a data sync generator 38 can receive the data sync 

enabled. The latter method can prove useful for moderate signal 39. 

levels of privacy and security. j^.^-^l^y^ ^^^^^^^^^ ^^^.^ ^^^^^ ^^.^^ ^^^^ ^^^^ 
A second sequencing pattern can mclude a specific com- generator 38, can initiaUze the active glasses 2 by transmit- 
bmation of left eye/right eye images that can permit only the ting through transmitter 32, an initialization sync signal (not 
user to see each character on the screen. This second shown) to the active glasses 2. Subsequently, the substitute 
sequencing pattern can be more complex than the first device driver 7 can pass the data sync signal 39 to the active 
sequencing pattern since the timing of the sequencing pat- glasses 2 and the combined signal 33 to the display 6. By 
tern and the sequencing of each left eye/right eye image can synchronizing the action of the shuttered display 9 using the 
be variable. Nevertheless, in either case, without the specific data sync signal 39, the user can view only the portions of 
sequencing information, the projected images will be private data shown during the strobe (e.g. unmasked) cycles, 
unreadable to unauthorized users. Significantly, the pro- The visual persistence of the user's eyes can integrate the 
jected images can be unreadable to unauthorized user having strobed portions of private data into a unified, privately 
active glasses but lacking knowledge of the specific viewed image, secure from viewing by unauthorized users, 
sequencing information. Hence, the active glasses 2 can provide the user a private 
In order to coordinate the specific sequencing of the 50 view of the data simultaneous to which an unauthorized 
display with the alternating action of the active glasses 2, the viewer can see only the public pattern composed of the fill 
encoding application 4 can be employed. The encoding pattern 41 combined with the private view on the display 6. 
application 4, which implements a sequencing pattern piGS. 4A and 4B illustrate communications protocols 
encoding algorithm, preferably incorporates a random num- which can be used for communications between the com- 
ber as a seed for the encoding algorithm. The encoding 55 puter 1 and the active glasses 2. One skilled in the art will 
algorithm can set the display device driver 7 and active recognize however, that the protocols described herein are 
glasses shutter sequence control 31 to a corresponding only exemplary of many protocols that could be equally and 
sequencmg pattern. Advantageously, any popular encoding operatively employed. The important aspects of any proto- 
algonthm can be used in the sequencing pattern, so long as col include the support for the initial synchronization of the 
the algonlhm can produce flicker-free operation. go computer 1 and active glasses 2 with the random seed, and 
Specifically, a set of guidelines exists for presenting the support for the transmission of the continuing synchro- 
different images in each eye while minimizing perceived nization between the computer 1 and the active glasses 2. 
flicker and eyestrain. Typical implementations employ a 120 Specifically, in the preferred embodiment, a user having a 
Hz refresh rate, or as close to 120 Hz as possible according data communications link 3, preferably wireless, between 
to the associated display's capability. However, because 65 the computer 1 and the active glasses 2 can turn away from 
there are a number of monitors incapable of accommodating the display 6, loose a communications connection across the 
a 120 Hz refresh rate, a refresh rate adjustment utility can be data communications link 3, turn back to the display 6 and 
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regain the communications coDnection. In addition, the 
continuing synchronization can eliminate the need for the 
active glasses 2 to maintain an accurate timer during the 
sequencing operation. 

As shown in FIGS. 4 A and 4B, the preferred embodiment 
can include two protocols, an initialization protocol and a 
data transmission protocol. As shown in FIG. 4A, the 
initialization protocol can initialize the active glasses 2 using 
the same seed used by the computer 1 to encode the shutter 
sequence in a data sync signal 39. Notably, as discussed 
above, the data sync signal 39 is merely an encoded shutter 
sequence and not the standard video output 34 which is 
combined with the fill pattern 41 and hidden on the display 
6. The active glasses 2 can be initialized by a short burst, 
preferably one second or less, that transmits a data sync 
pattern for establishing communications between the com- 
puter 1 and the active glasses 2, and the seed pattern itself. 
Notably, as is well known in the art of data communications, 
the data sync pattern can be any pattern based on the error 
characteristics of the data communications link. 

As shown in FIG. 4A, the initialization protocol prefer- 
ably can be broadcast as a burst in order to prevent other 
proximate receivers from receiving and decoding the seed 
pattern. Still, the user preferably can add additional security 
by ensuring that no other active glasses in the area are being 
initialized at the same time. In the case of an infrared data 
communications link, the user can simply shield the trans- 
mitter and receiver path with the user's hand for the duration 
of the burst. Alternatively, in the case of an RF link, a serial 
number can be stored in a fixed memory in the active glasses 
2. In consequence, the encoding application can use the 
serial number as part of the seed pattern so that only 
corresponding active glasses can decode the seed pattern. 

FIG. 4B also illustrates a data transmission protocol. The 
data transmission protocol, like the initialization protocol, 
can include a broadcast of a data sync pattern and a data 
pattern. The data sync pattern may be the same or different 
than the initialization sync pattern. In fact, the data sync 
pattern can be eliminated if an encoding pattern, for example 
NRZ or NRZI, is used in the data communications link to 
denote timing data to be extracted by the active glasses. Still, 
since the data pattern is an encoded shutter synchronization 
pattern for the active glasses 2 to decode and apply, in 
incorporating a data sync pattern it is possible to further 
enhance security. 

For example, notably each data pattern can differ so the 
shutter sequence can be continuously varied. The decoder 8 
residing on the active glasses 2 simply can apply the new 
synchronization pattern, decoded in each data sync frame. 
Further security can be incorporated by varying the dura- 
tions of each data sync frame. As a result, in broadcasting 
several synchronization patterns of differing length between 
each data sync, the active glasses decoder 8 can still extract 
the synchronization pattern as a continuous stream of left 
eye/right eye shutter actions. 

FIGS. 5A-5C, taken togther, are flow charts illustrating a 
method for providing privately viewable data in a publically 
viewable display. The method begins in step 100 during 
which an applications program residing in an applications 
layer of an operating system can be launched either auto- 
matically or manually by a user. In step 102, standard video 
output can be generated by the application and provided to 
the operating system for viewing on the display. Ultimately, 
the standard video output can be stored in a first video 
memory. 

In step 104, the encoding application, or optionally, the 
substitute display driver — a replacement for a standard 
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OEM display driver — receives notification of an attempt to 
provide video output to the display. In response, either the 
encoding application or, optionally the substitute display 
driver, prompts the user for an encoding method which can 
5 include simple sequencing, complex sequencing, or no 
sequencing at all. If the user chooses not to encode the video 
output, for instance where security is not of any particular 
concern, in step 108, the contents of the first video memory 
are output directly to the display as would normally occur in 
a computer system unmodified by the present inventive 
arrangements. 

As shown in FIG. 5B, if the user chooses to encode the 
video output, for instance where security is of a particular 
concern, in step 110, a fill pattern can be loaded in a second 

j5 video memory. Significantly, the fill pattern can include 
random data, or perhaps a screen saver image. Regardless, 
unauthorized viewers without active glasses synchronized in 
accordance with the inventive arrangements, in lieu of 
viewing private data, will view only the public pattern on the 

20 user's screen. Subsequently, in step 112, a seed pattern can 
be generated in order to determine a random cycle time for 
a data sync pattern. 

In decision step 114, if the user has chosen a simple 
sequence pattern, in step 116, the synchronization pattern, 

25 generated using the random seed, can be transmitted to the 
active glasses so as to synchronize the action of the shuttered 
lenses with the strobing of the private data output to the 
display. Subsequently, in step 118, the contents of the first 
video memory can be output to the display. Following the 

30 output of the first video memory, a delay corresponding to 
the seed can be incurred in step 120. In step 122, in between 
the display of the private data, the contents of the second 
video memory — the fill pattern — can be transmitted to the 
display. Finally, in step 124, an additional delay can be 

35 incurred until the next refresh cycle of the display. The 
process can repeat with additional video output being pro- 
vided by the application in step 128 until, in decision step 
126, it is determined that the application has ended and, thus, 
has no further video output to be provided to the display. In 

40 this way, the user having the synchronized active glasses 
will view only the private data in the first video memory in 
accordance with the altemaling action of the shuttered LCD 
projection display. Correspondingly, unauthorized viewers 
not having the synchronized active glasses will view only 

45 the public pattern composed of the fill pattern combined 
with the private view on the display. Notably, the private 
data is obscured by the fill pattern. 

If in decision step 114, the user chooses to encode the 
video output using a complex sequence, as shown in FIG. 

50 5C, in step 130, the synchronization pattern, generated using 
the random seed, can be transmitted to the active glasses so 
as to synchronize the action of the shuttered lenses with the 
strobing of the private data output to the display. 
Subsequently, in step 132, a first portion of the contents of 

55 the first video memory can be output to the display. Fol- 
lowing the output of the first portion of the contents of the 
first video memory, a delay corresponding to the seed can be 
incurred in step 134. In step 144 a fill pattern can be output 
to the display. Subsequently, in step 146, a delay correspond- 

60 ing to the seed can be incurred. 

In step 136, a second portion of the contents of the first 
video memory can be output to the display. Following the 
output of the second portion of the contents of the first video 
memory, an additional delay corresponding to the seed can 

65 be incurred in step 138. As in step 144, in step 148 a fill 
pattern can be output to the display. Subsequently, in step 
150, a delay corresponding to the seed can be incurred. 
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Additional portions of the contents of the first video memory 
can continue to be output to the display followed by corre- 
sponding delays and fill patterns. Finally, in step 140, the last 
portion of the contents of the first video memory can be 
displayed. The process can repeat with additional video 5 
output being provided by the application in step 152 until, in 
decision step 142, it is determined that the application has 
ended and, thus, has no further video output to be provided 
to the display. In this way, the user having the synchronized 
active glasses will view and integrate only the portions of lO 
private data in the first video memory in accordance with the 
alternating action of the shuttered lenses. Correspondingly, 
unauthorized viewers not having the synchronized active 
glasses will view only the public pattern while the private 
data is obscured by the fill pattern. is 
What is claimed is: 

1. A method for providing privately viewable data in a 
publically viewable display comprising the steps of: 

generating a sequencing pattern; 

generating a data signal, said data signal comprising 
private data frames and masking data frames inter- 
spersed according to said sequencing pattern, said step 
of generating a data signal comprising the steps of 
inserting masking data in said data signal, and, for 
private data forming a complete character or image, 
repeatedly inserting portions of said complete character 
or image when indicated by sync pulses in said 
sequencing pattern until all portions of said complete 
character or image are inserted in said data signal; 

providing said data signal to said publically viewable 
display; and, 

opening and closing shutters in a set of active glasses in 
accordance with said sequencing pattern, 

whereby a user viewing said display with said active 35 
glasses can view said private data and unauthorized 
viewers without said active glasses can view only said 
private data obscured by said masking data. 

2. A method for providing privately viewable data in a 
publically viewable display comprising the steps of: 4Q 

generating a sequencing pattern; 

generating a data signal, said data signal comprising 
private data frames and masking data frames inter- 
spersed according to said sequencing pattern, wherein 
said masking data is a screen saver image; 45 

providing said data signal to said publically viewable 
display; and, 

opening and closing shutters in a set of active glasses in 
accordance with said sequencing pattern, 

whereby a user viewing said display with said active 
glasses can view said private data and unauthorized 
viewers without said active glasses can view only said 
private data obscured by said masking data. 

3. A method for providing privately viewable data in a 
publically viewable display comprising the steps of: 

generating a sequencing pattern; 

generating a data signal, said data signal comprising 
private data frames and masking data frames inter- 
spersed according to said sequencing pattern, wherein 
said masking data is a derivation of said private data; 

providing said data signal to said publically viewable 
display; and, 

opening and closing shutters in a set of active glasses in 
accordance with said sequencing pattern, 65 

whereby a user viewing said display with said active 
glasses can view said private data and unauthorized 
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viewers without said active glasses can view only said 
private data obscured by said masking data. 

4. A system for providing privately viewable data in a 
publically viewable display comprising: 

a computer comprising a display, a display driver, and at 
least one applications program; 

a pair of active glasses having shuttered lenses; 

a data communications link communicatively linking said 
computer with said active glasses; 

an encoder algorithm disposed in said computer for 
generating a sequencing pattern; 

said computer interspersing frames of private data gen- 
erated by said application among frames of masking 
data in a data signal according to said sequencing 
pattern, wherein said computer inserts masking data in 
said data signal and, for private data forming a com- 
plete character or image, repeatedly inserts portions of 
said complete character or image when indicated by 
sync pulses in said sequencing pattern until all portions 
of said complete character or image are inserted in said 
data signal; 

said display driver providing said data signal to said 

publically viewable display; 
said active glasses being provided said sequencing pattern 

across said data communications link; and, 
said active glasses opening and closing said shuttered 

lenses in accordance with said sequencing pattern, 
whereby a user viewing said display with said active 

glasses can view said private data generated by said 

application, and unauthorized viewers without said 

active glasses can view only said private data obscured 

by said masking data. 

5. A system for providing privately viewable data in a 
publically viewable display comprising; 

a computer comprising a display, a display driver, and at 
least one applications program; 

a pair of active glasses having shuttered lenses; 

a data communications link communicatively linking said 
computer with said active glasses; 

an encoder algorithm disposed in said computer for 
generating a sequencing pattern; 

said computer interspersing frames of private data gen- 
erated by said application among frames of masking 
data in a data signal according to said sequencing 
pattern, wherein said masking data is a screen saver 
image; 

said display driver providing said data signal to said 

publically viewable display; 
said active glasses being provided said sequencing pattern 

across said data communications link; and, 
said active glasses opening and closing said shuttered 

lenses in accordance with said sequencing pattern, 
whereby a user viewing said display with said active 

glasses can view said private data generated by said 

application, and unauthorized viewers without said 

active glasses can view only said private data obscured 

by said masking data. 

6. A system for providing privately viewable data in a 
publically viewable display comprising: 

a computer comprising a display, a display driver, and at 

least one applications program; 
a pair of active glasses having shuttered lenses; 
a data communications link communicatively linking said 

computer with said active glasses; 
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an encoder algorithm disposed in said computer for 
generating a sequencing pattern; 

said computer interspersing frames of private data gen- 
erated by said application among frames of masking 
data in a data signal according to said sequencing 5 
pattern, wherein said masking data is a derivation of 
said private data; 

said display driver providing said data signal to said 
publically viewable display; 

said active glasses being provided said sequencing pattern 
across said data communications link; and, 

said active glasses opening and closing said shuttered 
lenses in accordance with said sequencing patter, 

whereby a user viewing said display with said active 
glasses can view said private data generated by said 
application, and unauthorized viewers without said 
active glasses can view only said private data obscured 
by said masking data. 

7. The system according to claim 4, further comprising: 20 
at least one additional pair of active glasses having 

shuttered lenses; 

said sequencing pattern comprising sync pulses corre- 
sponding to each additional pair of active glasses; and 

said shuttered lenses in each additional pair of active 25 
glasses opening and closing responsive to said corre- 
sponding sync pulses; 

whereby each user viewing said display with a pair of 
active glasses can view private data corresponding to 
said pair of active glasses, and unauthorized viewers 30 
without active glasses can view only said private data 
obscured by said masking data. 

8. A computer apparatus programmed with a set of 
instructions stored in a fixed medium, said programmed 
computer apparatus comprising: 35 

means for generating a sequencing pattern; 

means for generating a data signal, said data signal 
comprising private data frames and masking data 
frames interspersed according to said sequencing 
pattern, said means for generating a data signal com- 
prises means for inserting masking data in said data 
signal, and, for private data forming a complete char- 
acter or image, means for repeatedly inserting portions 
of said complete character or image when indicated by 
sync pulses in said sequencing pattern until all portions 
of said complete character or image are inserted in said 
data signal; 

means for providing said data signal to a publically 
viewable display; and, 

means for opening and closing shutters in a set of active 
glasses in accordance with said sequencing pattern, 

whereby a user viewing said display with said active 
glasses can view said private data, and unauthorized 
viewers without said active glasses can view only said 55 
private data obscured by said masking data. 

9. Acomputer apparatus programmed with a routine set of 
instructions stored in a fixed medium, said programmed 
computer apparatus comprising: 

means for generating a sequencing pattern; 

means for generating a data signal, said data signal 
comprising private data frames and masking data 
frames interspersed according to said sequencing 
pattern, wherein said masking data is a screen saver 
image; 65 

means for providing said data signal to a publically 
viewable display; and. 
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means for opening and closing shutters in a set of active 
glasses in accordance with said sequencing pattern, 

whereby a user viewing said display with said active 
glasses can view said private data, and unauthorized 
viewers without said active glasses can view only said 
private data obscured by said masking data. 

10. A computer apparatus programmed with a routine set 
of instructions stored in a fixed medium, said programmed 
computer apparatus comprising: 

means for generating a sequencing pattern; 

means for generating a data signal, said data signal 
comprising private data frames and masking data 
frames interspersed according to said sequencing 
pattern, wherein said masking data is a derivation of 
said private data; 

means for providing said data signal to a publically 
viewable display; and, 

means for opening and closing shutters in a set of active 
glasses in accordance with said sequencing pattern, 

whereby a user viewing said display with said active 
glasses can view said private data, and unauthorized 
viewers without said active glasses can view only said 
private data obscured by said masking data. 

11. A machine readable storage, having stored thereon a 
computer program having a plurality of code sections 
executable by a machine for causing the machine to perform 
the steps of: 

generating a sequencing pattern; 

generating a data signal, said data signal comprising 
private data frames and masking data frames inter- 
spersed according to said sequencing pattern, said step 
of generating a data signal comprising the steps of 
inserting masking data in said data signal, and, for 
private data forming a complete character or image, 
repeatedly inserting portions of said complete character 
or image when indicated by sync pulses in said 
sequencing pattern until all portions of said complete 
character or image are inserted in said data signal; 

providing said data signal to said publically viewable 
display; and, 

opening and closing shutters in a set of active glasses in 
accordance with said sequencing pattern, 

whereby a user viewing said display with said active 
glasses can view said private data and unauthorized 
viewers without said active glasses can view only said 
private data obscured by said masking data. 

12. A machine readable storage, having stored thereon a 
computer program having a plurality of code sections 
executable by a machine for causing the machine to perform 
the steps of: 

generating a sequencing pattern; 

generating a data signal, said data signal comprising 
private data frames and masking data frames inter- 
spersed according to said sequencing pattern, wherein 
said masking data is a screen saver image; 

providing said data signal to said publically viewable 
display; and, 

opening and closing shutters in a set of active glasses in 
accordance with said sequencing pattern, 

whereby a user viewing said display with said active 
glasses can view said private data and unauthorized 
viewers without said active glasses can view only said 
private data obscured by said masking data. 

13. A machine readable storage, having stored thereon a 
computer program having a plurality of code sections 
executable by a machine for causing the machine to perform 
the steps of: 



03/09/2004, EAST Version: 1.4.1 



us 6,529^ 

15 

generating a sequencing pattern; 

generating a data signal, said data signal comprising 
private data frames and masking data frames inter- 
spersed according to said sequencing pattern, wherein 
said masking data is a derivation of said private data; 5 

providing said data signal to said publically viewable 
display; and, 

opening and closing shutters in a set of active glasses in 
accordance with said sequencing pattern, 

whereby a user viewing said display with said active 
glasses can view said private data and unauthorized 
viewers without said active glasses can view only said 
private data obscured by said masking data. 

14. A method for providing a series of privately viewable 15 
data corresponding to a plurality of authorized viewers in a 
publically viewable display comprising the steps of: 

providing a set of active glasses to each authorized 
viewer; 

generating a sequencing pattern; 20 
generating a data signal, said data signal comprising a 
series of private data frames and masking data frames 



,209 Bl 

16 

interspersed according to said sequencing pattern, each 
series of private data frames corresponding to at least 
one authorized viewer, said step of generating a data 
signal comprising the steps of inserting masking data in 
said data signal, and, for private data forming a com- 
plete character or image, repeatedly inserting portions 
of said complete character or image when indicated by 
sync pulses in said sequencing pattern until all portions 
of said complete character or image are inserted in said 
data signal; 

providing said data signal to said publically viewable 
display; and, 

opening and closing shutters in each set of active glasses 
in accordance with said sequencing pattern, 

whereby each authorized viewer viewing said display 
with corresponding active glasses can view said corre- 
sponding series of private data and unauthorized view- 
ers without active glasses can view only said private 
data frames obscured by said masking data frames. 
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